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Overview

* Data store
- Linking the different layers

* Hierarchical visualization techniques
- LoD-based control flow diagram

* Label placement
- “Node-link + Treemap” visualization
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How to explore and
understand ?

nase

File Edit View Search Terminal Help
Socket Accept - [sysca 4 tar 134785038189, end= 6161630675366],
Get Socket Name ysca t 6161630689980, end= 6161630692919],
Get File Status - [syscallD= 4 start= 6161630778175, end= 6161630787262], Ret= @
t Value of an val Timer - [syscallD= 38, st 6161630989131, end= 6161630994380]
t Value of an Interval Timer - [syscallD= 38, start= 6161631288272, e 6161631291791]
t File Status - [syscallD= 5, start= 6161631388093, end= 6161631388776], Ret= @
Open.Close File Operation - \var\www\test.php (6161631363661 - 6161631507683)

\bin\sh
\bin\sh
\bin\sh

(4707):
(4707):
(4707):

(4707)
(4707)
(4707)

(4707):
(4707):

a Child Process - [syscallD= 56, start= 6161631571424, end=

.Close File Operation - pipe (6161631564786 - 6161631914508)

: Open.Close File Operation - pipe (8 - 6161631990480)

: Recieve Data - [syscallD= 45, start= 6161631986540, end= 6161631990620, SOCK= @xffff880187146300], Ret= 4

H

(6782):
(6782) :

(6782)
(6782)

(6782):
(6783):

(6783)
(6783)

(6783):
(6783):

(6783)

(6783):
(6783):

(6783)

(6783):
(6783):

(6783)
(6783)

(6783):

(6783)
(6783)
(6783)

(6783):
(6783):

(6783)

(6782):
(4707):

(4707)
(4707)

(4707):

(4707)
(4707)
(4707)
(4707)
(4707)
(4707)
(4707)

(4707):

(4707):

Data - [syscallD= 45, star 161631991947, end= 6161631994522, SOCK= Oxffff880187146300], Ret= 4
Duplicate a FD - [syscallD= 33, s = 6161631991622, end= 6161631995134], Ret=1

Open.Close File Operation - pipe (@ - 6161631997996)

t File Status - [syscallD= 4, start= 6161633215760, end= 6161633218245], Ret
t File Status - [syscallD= 4, start= 6161633219027, 6161633221180],
te a Child Process - [syscalll 6, start= 6161633227804, end= 61616332?6936, PARENT PID= 6782, CHILD PID= 6783], Ret= 6783
ute Program - [syscallD= 59, start= 6161633451978, end= 6161633692985, FILENAME= /bin/1s], ]
quential File Read - \lib\x86 64-linux-gnu\libacl.so.l (832 bytes) (6161633947043 - 6161633984566)
Check User's Permissions for File - [syscallD= 21, start= 6161633991358, end= 6161633994378], Ret= -2
Get File Status - [syscallD= 5, start= 6161634005244, end= 6161634006094], ]
Sequential File Read - \1ib\x86 64-linux-gnu\libc.s0.6 (832 bytes) (6161634000432 - 6161634835794)
Check User's Permissions for File - [syscallD= 21, start= 6161634042953, end= 6161634045923], Ret
t File Status - [syscallD=5, s = $161634066025, end= 6161634066955], Ret= 0
Sequential File Read - \1ib\x86 64-linux-gnu\libdl.s0.2 (832 bytes) (6161634060803 - 6161634893178)
Check User's Permissions for File - [syscallD= 21, start= 6161634099782, end= 6161634182739], Ret= -2
t File Status - [syscallD=5, s = $161634114753, end= 6161634115763], Ret= 0
Seguential File Read - \1ib\x86_64—linux—gnu\libpthread.sa.@ (832 bytes) (6161634109768 - 6161634155166)
Check User's Permissions for File - [syscallD= 21, s = 6161634162985, end= 6161634165867], Ret= -2
i tatus - [syscallD= 5, start= 6161634177919, end= 6161634178868], ]
ile Read - \1ib\x86_64-linux-gnu\libattr.so.1 (832 bytes) 16161634172999 - 6161634204888)
- [syscallD= 5, start= 6161634662387, end= 6161634663635], Ret= @
ad - \proc\filesystems (315 bytes) (6161634644712 - 6161634712957

ile Operation - . (6161634833462 - 6161634864928)

- [syscallD= 5, start= 6161634890756, end= 6161634891843], Ret= @
Seguential File Write - pipe (16 bytes) (6161634913338 - 6161634916753)

Open.Close File Operation - pipe (@ - 6161634931119)

it for Process to Change State - [syscallD= 61, start= 6161633389596, end= 6161635084738, PID=

Sequential File Read - pipe (16 bytes) (6161631564785 - 6161635190274)

it for Process to Change State - [syscallD= 61, start= 6161635191059,

t Process Times
t File Status -

- [syscallD= 186, start= 6161635682919, end=
[syscallD= 4, start= 6161648146207, 6161648151184], Re
[syscallD= 6, start= 6161648153604, 6161648155576
[

6161635684019], Re 429554956

]

syscallD= 6, start= 6161648156928, = 6161648158391],
t Status - [syscallD= 6, start= 6161648162538, end= 6161648164345], Re

Open.Close File Operation - \var\www\ (6161648192332 - 6161648214782)

t Process Times - [syscallD= 188, start= 6161648389334, end=

6161648396386], Ret= 4295549865

6161631888841, PARENT PID= 4767, CHILD PID= 6782], Ret= 6782

8], Ret= 6783

d= 6161635196798, PID= 6782], Ret= 6782
Sequential File Read - \dev\urandom (8 bytes) (6161635412773 - 6161635 4)
Sequential File Read - \dev\urandom (8 bytes) (6161635433058 - 6161635446362)

quential File Read - \dev\urandom (8 by (6161635449624 - 6161635462920)

t Value of an Interval Timer - [syscallD= 38, st 6161635464907, e 6161635468712],

3/42



Aoy Performance degradation

Open.Close File Operation - . (6161634833462 - 6161634864928
Get File Status - [syscallD= 5, start= 6161634890756, end= 6161634891843], Ret=
Seguential File wri - pipe (16 bytes) (6161634913338 - 6161634916753)

Open.Close File Operation - pipe (0 - 6161634931119)
: Wait for Process to Change State - [syscallD= 61
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Unified View

;: Faults E
[ Synthetic Events :-I

How to model and visualize?
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Challenges?

Statistics Cubes \
Faults and Alerts \

Synthetic Events \
Semantic Events

Trace abstraction & / 1 \
)

fault Identification \\

LTTng Trace Events

Linking different layers

v
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1 How to create different levels of information?

Statistics Cubes \ ‘ Tra ce AbSt I'a Ct| on & Fa U It
e oy nihetic Bvets Detection

Semantic Events

- Pattern matching

- Frequent pattern
mining

Fault Detection

Data abstraction & H | 1 \ - Lea ' I N g

e Concordia

« Laval University
LTTng Trace Events
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-2 How to link the different levels?

Statistics Cubes _ P
Faults and Alerts R B
Synthetic Events ‘ Linking different layers - _i
Semantic Events AR R
2 :

Relating the different levels enables:

« A multi-resolution analysis of the system under
study and a better comprehension.

* Following and digging into a detected problem to
find more detalils.
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"2 How to link the different levels?

Data Store

State System: Horizontal Indexing

Hierarchical Linking: Vertical Indexing

Compactness: the space efficiency of the data structure.
Efficiency: the performance of query algorithms.

Scalability: the possibility of supporting large traces.

Flexibility: the possibility of supporting different types of hierarchy.
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2 How to link the different levels?

Data Structure:

Size

Level2 ] . Level
: Type
Operands

' Pointer to
- 4 ’ sub statel

Pointer to
sub state?

[k

=
=

IHN

=
=

I
' 15 i "
. \ , Pointer to
Y . sub state n

More pointers
(if needed)

State (abstract event)
§1S2...Sn
Si Si+l ... SHm
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2 How to link the different levels?

Each item consists of: (29)

Level (1)

Start ptr (6/8)

End ptr (6/8)

Number of children (2)

Address of the first event in the
LOD index (4/5)

« An address is a combination of
block/offset address in the index file

- With a 5 bytes address field, size
limit of the index file will be 1 TB.
That is relatively large

Pointer to pattern (2)
Attribute No (4)

The “Start ptr”, “End ptr” and
the “Attribute No” fields form the
MBR (minimum bounding
rectangle) of each object.
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2
(2)

How to link the different levels?

I\
/
—

T R
tl t2 tl t2
() a8
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@ How to visualize?

File Edit Refactor Mavigate Search Project Run Window Help

| F3~ B @ B 4| G =7 [@eirg|

5 ProjectExpl B =0 || = control Flow 32 E Rmm’ces-: [ statistics. =8
o e % illllllllllllllllllllllllllll.llllllmﬂiﬁlmili‘«f@‘i‘g
[ =5 MyCppProject n Process Brand PID TGID PPID CPU Birthsec Birthnsec TRACE 3011:523 3011:524 3011:525 I_30]1:526: |
b = MyGdbTraceProject M || UNNAMED! i ie o |1 fo | 000000000, trace_4MB | : —
b & MyJavaProject B | UNNAME io o |o o | D0D0OODOG trace_amB e —
= 1= MyLTTngProject B || UNNAMED o |o |o | DDDOOO0OY trace_AMB F— xFEEFEm
= 2 Experiments - UNNAMED)| io i 1o | DDDOOOOOD trace_AMB weE—
b S MyFirstexp [2] ' (o lo io | 0000000, trace_4MB 2
= S MySecondExp [3 te |1 je | DODOOODOO trace_4MB | EEEs s
BW e R WMl e mm

[BEtrace_116MB "l /mnming W B NAW W WWOH IO B REEEE-EEME B B

[ trace_2GB . nle
trace_4MB

i Events -trace_4MB 23 =
= @ Traces [5] ~
[ trace_116MB Timestamp Trace Marker Content ﬁ
[trace_2G8B 4 <srch> <srchs <srche <srche
5 3011.522545898 | trace_4MB mm/1/page_Free pFn:9544,arder:1
[ Trace-2.5-15316 || 3011.522550522 | trace 4MB mmy1/add_to_page_cache sdev:21,inode: 2097156
[ Trace-2.5-15471 3011.522552078 | trace_4MB kernelfofsched_migrate_task desk_cpu:0,state:256,pid: 12920
b & MyUstProject 3011.522661781 trace_4MB kernelf0fprocess_Fork child_pid:12932 child_tgid:12932 parent_pid:12920
3011.522665277 | trace_4MB kernelf0fsched_migrate_task desk_cpu:0,state:256,pid:12932
3011.522669142 trace_4MB kernel/0/sched_wakeup_new_task cpu_id:0,state:0,pid:12932
e T e e T E R T ) 3 ELE L] 1. bl - e R

S [>)[~1|
Jli Histogram 52 . = Properl:les-i =
12
[Current Event (sec) ‘Window Span (sec) I I
| 3011522661781 0.005497558 i | P l w | I, | I
i [ | okl i [ ki i skl T AR
3011.522311590 3011.527733286

633][ ) , |

L e ey et poovag ooy

ol wadiM i
| 3011.521261876 3011785622111

i |

Multiple Coordinated Views

13 /42




File \iew Tools Plugins

Help

916118763
916119046
916123873
916127097
916129288
916132012
916132843
916134233
916135723
9161359390
916139381
.

Time Frame start: 993
a4

24987
24987
24987
24987
24987
24987
24987
24987
24987
24987
24987

fs.write: 993.916118763 (/ftmp/trace-aplay/fs_0), 24987, 24987, .Japlay, , 24719, Ox0, SYSCALL { count = 46, fd = 3 }
kernel.syscall_exit: 993.916119046 (/tmp/trace-aplay/kernel_0), 24987, 243987, Japlay, , 24719, 0x0, USER_MODE { ret = 46 }

kernel.page_fault_exit: 993.916127097 (/tmp/trace-aplay/kernel_0Q), 24587, 24987, faplay, , 24719, 0x0, USER_MODE { res = 0 }
kernel.syscall_entry: 992.916129288 (/ftmp/trace-aplay/kernel_0), 24987, 24987, Japlay, , 24719, Ox0, SYSCALL { ip = Oxffffe424, syscall_id =
test.wakeup_default: 993.916132012 (/trmp/trace-aplay/test_0), 24987, 24987, faplay, , 24719, O0x0, SYSCALL { caller = OxC1052BSEB }
kernel.sched_try wakeup: 993.916132843 (/ftmp/trace-aplay/kernel_0), 24987, 24987, Japlay, , 24719, Ox0, SYSCALL { pid = 24987, cpu_id =
test.wakeup_default: 993.916134233 (/tmp/trace-aplay/test_0), 24587, 24987, Jfaplay, , 24719, 0x0, SYSCALL { caller = OxC1052BSE }
fs.write: 993.916135723 (/ftmp/trace-aplay/fs_0), 24987, 24987, faplay, , 24719, Ox0, SYSCALL { count = 46, fd = 2 }

kernel.syscall_exit: 993.916135990 (/tmp/trace-aplay/kernel_0), 24987, 24987, ./faplay, , 24719, Ox0, USER_MODE { ret = 45 }
kernel.syscall_entry: 992.916139381 (/ftmp/trace-aplay/kernel_0), 24987, 24987, Japlay, , 24719, Ox0, SYSCALL { ip = Oxffffe424, syscall_id =

0, state =

1}

58948768128 Jns|end:|893 1{s|9261268048 I ns Time Interval:|0 Hs/3212495820 Iins Current Time:|SS93

kernel.page_fault_entry: 993.916123873 (/ftmp/trace-aplay/kernel_0), 24987, 24987, ./aplay, , 24719, Ox0, TRAP { ip = Oxb75b9S756, address = Oxbfefdfcc, trap_id 5

4 [sys_write +0x0/0xzs

54 [sys_ioctl+0x0/0x

1s/916116098 1 ns

ddw = @O RAQAQ|« v~ x AD —m > 0

Traceset
gi?Fia:-E I I I NI S SIS S S SN S NSNS S NS NN NS i S S NSNS EEEEEEEENEENRNENAREN,

{» apacheZz -
u Xorg EEEE R TR r R T ST T ST i u
| tpb |
| gnome-settings- |
| metacity |
] nautilus | ]
] notification-da [
] grnome-terminal [
m gnome-panel ™
- soffice.bin m

lttd

u Japlay o
u fusrflibficeweasel/firefox-bin : = u
.ImIT"Ie-‘S-IPi’i’eltiﬁ'iF-'OIllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIllllllllil.

b

3

Control Flow Diagram is currently used in the TMF , LTTV and other
tools for representing:

— The different stats of a process.
— The function call sequences
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LOD-based Control Flow Diagram

wrload{dnews. corm/10/index. htmil) |
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LOD-based Control Flow Diagram

ch{'runload': dnews. com/10/ ir:d:r-_- x. )
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LOD-based Control Flow Diagram

c4r|s1i 2228215963:50125 --> 22291955:5:0:;53]

D[I

2228215963:50125 ——:é" 2228195330:53
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LOD-based Control Flow Diagram
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3 How to visualize?

Challenges:

- Drawing the objects in the
right level

- Auto label placement
- Aggregation
« Static (Abstraction)

 Dynamic (Visual
Aggregation)

- Resource aggregation
- Event aggregation

- Filtering
* Size of the event e ——
. Priority S ESe e e
- Overlapping objects
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3 How to visualize?

: : . it
Typical visualization steps: /ww»«’"‘(‘f““”\?’ s

» User selects an area of interest. The algorithm

displays the selected window, with a suitable choice
of the data level and labels. (high level information)

- Known scales in the online map system

L VL L L L

* User may zoom in to get more data and detailed
information. The algorithm displays the area, and : -
presents the labels that were invisible at the previous ~ ~ & A7 2200
scale. S CITURTOTA a fo WV SUUOUD  WOUE- . IIRA-EAAS

* User may zoom for further detail (kernel level) or even
the neighbouring areas.

* In the lowest level, the algorithm displays kernel level
data (e.g. page faults, interrupts and system calls and
SO on).
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-3 How to visualize?

Auto label placement

° Leglbly rrrrrrrr ® leml -
* No overlap!

- Other items & other labels

 Clear association of labels HOZHeml
with their items eme e

. Fast Algorithm! temlg :
************* ® ltem 2

nuw/libre.so.1

O TR 10 IR D:DIJI']D' O DD[I[ID L
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-3 How to visualize --- Auto label placement

Three types:

« Point labeling
Open a File

- Single events, very small states. o :
 Line labeling —_—
Connection

- States, compound events.

° Area Iabe“ng [etc/xinetd.conf

- Group of points and lines.

s4a re.so.1 a

H | Read Configl/lib) i
—lindix-gnuw/lil H Nib/=86_64-linux-gnwlibc.so.6 Jib/>x86_64 - linux-gnuwlibpthread.se.O

IO
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3 ) How to visualize? --- Label placement

General strategy

Since the size of the visible window and the scale

of data is not known in advance, it is not possible label label
to compute the right positions in advance! S - - -
- Generic algorithm: label label

- Compute various possible positions for each
item (rule-based)

- Select one position for each item

« No overlap lahel
It may be impossible to label all items (too small |- label—g—1abel |
or less-important) label

- Dynamic or static aggregation

sa rt.so.1

=T

TO o
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- 3 How to visualize? Label placement algorithm

« Using graph theory
- Extract the items of

the visible window P4 —® /W .
P3 —e ° —

B P2 ® /’o oh—oér t—f\‘b
PL e o ¢ o o

s4a re.so.1 a

H | Read Configl/lib) i
—lindix-gnuw/lil H Nib/=86_64-linux-gnwlibc.so.6 Jib/>x86_64 - linux-gnuwlibpthread.se.O

IO
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- 3 How to visualize? Label placement algorithm

« Using graph theory

I:)4| : u.||)’—||| 10 |I?| .|

. . P3_s 9o e s o
- Find the label positions ===
for events of each Pl oo —o —o —o

process

s4a re.so.1 a

IO

H | Read Configl/lib) i
—lindix-gnuw/lil H Nib/=86_64-linux-gnwlibc.so.6 Jib/>x86_64 - linux-gnuwlibpthread.se.O
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3 How to visualize? Label placement algorithm

oped Coped

P4 m.%rwm—hplmﬂ

« Using graph theory o

(—

P4[::;-E!E]r—ﬁ—ﬁfz—1

I ) I

- Draw the conflict
graph
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- 3 How to visualize? Label placement algorithm

= m——
. Conflict graph " ol
- Each possible label
position is a node oy =
'EZ:IE!E]r—f_Tfi_
- Each edge shows an P =
intersection in the /
positions o
- There are edges between \ | | |
each two nodes of the , AN
same item. N /
- The problem is to find TN
P X

the largest stable Wadh oy
(independent) set | |
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3  How to visualize? Label placement algorithm

- The label placement is equal to
find the “maximum stable
(independent) set”

« NP_hard

 We try to find a good solution (maximal),
instead of the best one!

Stable (Independent) Set

IS a subset of nodes, such that no two of nodes are
adjacent.

Maximal Stable (Independent) Set

is an independent set that is not a subset of any other
independent set. A largest maximal independent set is
called a maximum independent set. 28 /42




3 How to visualize? Label placement algorithm

Maximal stable
(Independent) set

1. S={}
. for each node n{
If (n has no neighbor in S)

add nto S

i &~ WN
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3 How to visualize? Label placement algorithm

Maximal stable
(Independent) set

1. S={}
. for each node n{
If (n has no neighbor in S)

add nto S

i & W N
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3 ' How to visualize? Label placement algorithm

Maximal stable
(Independent) set

1. S={}
. for each node n{

If (n has no neighbor in S) O
addntoS

i & W N
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3 ' How to visualize? Label placement algorithm

Maximal stable
(Independent) set

1. S={}
. for each node n{

If (n has no neighbor in S) O

add nto S O—X

UoR W
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- 3 How to visualize? Label placement algorithm

Maximal stable

(Independent) set

1. S={} P4 ‘_ ’ﬁ

. for each node n{
If (n has no neighbor in S) O

addntoS O

UoR W
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3 ) How to visualize?

dns
Aggregation ® &
. : In:port
« Select the proper level to show in the view |
- Static aggregation
T
- The annotation data structure that is created in dns request answer
the abstraction and linking phase & . ® .
- The size of the visible window and the scale of hoHt
data is not known in advance. PO
* Dynamic aggregation Create socket  connect
- Try to dynamically aggregate the items and ®- - - - - - @
resources fd:3 fd=3

4-linux-gnulibdl.se.2 i/ xB6_E4-linix-gnullibrt. s

T OO AT O

Mo} %86_ 6 0.1 lib/x86_64-inux-ghullibc.s0.6 5_64-lin 0.0
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3 ) How to visualize?

Dynamic Aggregation
« When zooming out:
- Remove labels of less important items

- Put one label instead of a group of the
same items and resources.

* Replace with one aggregated label;

-Replace folder name for all files of
that folder

« When zooming in:

- Remove labels of items that go outside
the visible window

- Allow more labels

- Replace (or show together) the
aggregated items with their children

readead

letc/filedic/file2

Read

,,,,,,, ‘,,,,‘,,,,,,

[etc/*

read read

[etc/filel

letc/file2
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3 ) How to visualize?

Conflicts
« Conflict between labels

- e.g. Two adjacentevents °o®. .
- Label placement algorithm
- Dynamic aggregation

« Conflict between Operations

- e.g. Two overlapping “read file” abstract events.

« A process works with two files simultaneously. | |

Label placement algorithm L P—
- Dynamic aggregation
- Displacement

« Sort based on their start or end times

sa rt.so.1 Nibi=<S6_ a4-

IO BT 0 O

IO
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Conclusion

LoD-based Control Flow Diagram

Firstly shows an overview of the execution
« The highest level of the hierarchy
Supports “Level of Details”

* In this diagram, users can zoom in and focus to get more
details
- Or zoom out to get an aggregated view
Uses two kind of abstraction methods:

« Event & data abstraction (static aggregation)
* Visual abstraction (dynamic aggregation)

Uses a link data structure to relate the different layers of
information together

Uses label placement algorithm to place name of the items and
resources to make it easy to understand what is going on the
system execution

] I]IID I 1] DI]I]DEE n D:DIJI']D' ' A DD[I[ID ]

Nib/=<26_64-|

0.2 H Jib/x86_G4_lindix-gn brt.so.1 Nib/=<86_&a4-| /bl =<86_&4-

[

Jibpthread.so.

.o
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Node-link + Treemap



Treemap Visualization

Other method to visualize
hierarchical data.

Example: to view data and usage
statistics from every virtual
machines in the system, broken
down in the same way?

- CPU usage of each VM

« CPU usage of each
process in the VM,

- each thread of that
process,

- Each CPU for the
selected thread
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Treemap Visualization
« Having a page showing hundreds of pie
charts?

« How would these pie charts relate to each
other?
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Treemap Visualization

« Represent a complex, hierarchical data as a set of
nested rectangles and in a relational view.

« The size of each rectangle is based on some
measure.

- Another measure, (e.g. time since the last
modification to a file) can be used to color each

rectangle.
H
10 H Level 1
6 F 4 6 F G Level 2
A B C D E A 5
5 5 5 5 B Level 3
C E
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Demo

Thank you
n.ezzati@polymtl.ca

42 /42



	Slide1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	And the result
	Slide 39
	Slide 40
	Slide 41
	Slide 42

